UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

X
AMNESTY INTERNATIONAL USA, CENTER -
FOR CONSTITUTIONAL RIGHTS, INC., and
WASHINGTON SQUARE LEGAL SERVICES, ECF CASE
INC., :

Plaintiffs, 5 07 CV 5435 (LAP)

V.

: DECLARATION OF DIONE
CENTRAL INTELLIGENCE AGENCY, : JACKSON STEARNS
DEPARTMENT OF DEFENSE,
DEPARTMENT OF HOMELAND SECURITY,
DEPARTMENT OF JUSTICE, DEPARTMENT
OF STATE, and THEIR COMPONENTS,

Defendants.

I, Dione J. Stearns, declare the following, under the penalty of perjury:

1. I am an Attorney Advisor in the Department of Justice (the “Department™)
currently assigned to the Executive Office for United States Attorneys (“EQUSA™), Freedom of
Information and Privacy Staff (the “FOIA/Privacy Staff”). The FOIA/Privacy Staff processes all
requests received by EOUSA and by all United States Attorneys’ Offices nationwide under the
Freedom of Information and Privacy Acts (“FOIA/PA”) and related regulations. 5 U.S.C.

§§ 552-552a; 28 CFR § 16.1, et seq. 1 submit this declaration in support of the motion of the
Central Intelligence Agency (the “CIA”) for summary judgment in the above-captioned action.
The statements I make in this declaration are made on the basis of my review of the official files
and records of EOUSA, my own personal knowledge, or on the basis of knowledge acquired by

me through the performance of my official duties.
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2. My duties on the FOIA/Privacy Staff include acting as liaison with other
Departmental components and overseeing the processing of FOIA/PA requests for records
maintained by EOUSA or any of the United States Attorneys’ Offices nationwide, including
searches for responsive records, determining processing and fee issues, and making
determinations regarding release, redaction, or withholding of agency records pursuant to the
access and exemption provisions of the Freedom of Information and Privacy Acts. Due to the
nature of my official duties, [ am familiar with the procedures followed by EOUSA in responding
to requests for information from its files pursuant to the provisions of the FOIA, 5 U.S.C. § 552,
and the Privacy Act of 1974, 5 U.S.C. § 552a.

3. The CIA asked EQUSA to review five documents that contain information
relating to EOUSA. In this litigation, I understand that the CIA has assigned to those documents
the numbers 18, 127, 269, 274, and 284, and that the CIA has included descriptions of each
document in a Vaughn index attached as Exhibit A to the declaration of Wendy M. Hilton,
Information Review Officer for the National Clandestine Servicé, CIA.

4. I further understand that the CIA determined that Document 18 is exempt from
disclosure under FOIA Exemptions 1, 2, 3, and 5; that Document 127 is exempt in part from
disclosure under Exemptions 3, 6, and 7(C); that Document 269 is exempt in part from
disclosure under Exemptions 3, 6, and 7(C); that Document 274 is exempt in part from
discfosure under Exemptions 3, 6, and 7(C); and that Document 284 is exempt in part from
disclosure under Exemptions 1, 3, and 5. I further understand that the CIA has prepared a

declaration supporting the withholding of such information under these exemptions.
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5. I submit this declaration to explain why information relating to EOUSA within
documents numbered 18, 127, 269, 274, and 284 must be withheld under various exemptions.
As described more fully below, Document 18 should be withheld in full under Exemption 7(A)
because it contains information compiled for law enforcement purposes, relating to pending or
prospective law enforcement investigations. Documents 127, 269, and 274 should be withheld in
part under Exémptien 6 because the disclosure of the privacy information contained in those
documents would constitute a clearly unwarranted invasion of personal privacy, and portions of
those documents should also be withheld under Exemption 7(C) be;cause they contain
information compiled for law enforcement purposes, the disclosure of which could reasonably be
expected to constitute an unwarranted invasion of personal privacy. Finally, Document 284
should be withheld in full under Exemption 5 because it contains information protected by the
deliberative process privilege and the attorney work product doctrine.

PART I
DOCUMENTS AT ISSUE

6. Document 18 is an eight-page document, which includes a classified two-page
letter that originated with the CIA. This declaration only addresses the two-page letter within
Document 18 and does not address the remaining six pages of the do;:ument. The letter is
undated and is addressed to the Chief of the United States Attorney’s Office for the Eastern
District of Virginia Criminal Division from an employee of the CIA’s Office of Inspector
General discussing possible violations of federal law by the subject of an ongoing criminal
investigation. The CIA provided a copy of this document to Assistant United States Attorney

(“AUSA”™) Neil Hammerstrom, the Chief of the Terrorism and National Security Unit of the
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United States Attoméy’s Office for the Eastern District of Virginia (“USAO EDVA”). I have |
consulted with AUSA Hammerstrom and others within the Department regarding this matter.
Théy informed me lthat the letter relates to possible criminal violations of federal law, which
remain the subject of review within the Department, and that the release of the letter could
reasonably be expected to interfere with that ongoing review. Document 18 is therefore withheld
in full under Exemption 7(A), as further explained below.

7. Document 127 is a three-paragraph, one-page memorandum dated September 6,
2005. A redacted copy of Document 127 is attached to this declaration as Exhibit A. The
memorandum is entitled “Memorandum for the Record” and is authored by a Special Agent of
the CIA’s Office of the Inspector General. The memorandum records a conversation, regarding
ongoing criminal matters, between the Special Agent and an AUSA in the United States
Attorney’s Office for the Eastern District of Virginia. EOUSA withheld, due to privacy interests,
the specific name of the AUSA, the identities of and personal information associated with third
party individuals such as special agents, and other attorneys who participated in the investigation
and prosecution of this case. These redactions have been made under Exemptions 6 and 7(C), as
further explained below.

8. Documents 269 and 274 each consist of two pages, the first of which is a serial
innér envelope and the second of which is a notice of receipt originating with the CIA. Redacted
copies of Documents 269 and 274 are attached to this declaration as Exhibit B and Exhibit C,
respectively. In each document, the specific names of the federal employees have been withheld
due to their privacy interests. These redactions have been made under Exemptions 6 and 7(C), as

further explained below.
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9. Document 284 is a one-page, one-paragraph classified document that originated
with the CIA. The iette; is an undated memorandum for the record authored by an employee of
the CIA’s Office of Inspector General reflecting on discussions regarding ﬁotential criminal
investigations. Specifically, this letter discusses pre-decisional recommendations and expresses
opinions on legal and policy matters. The document is withheld in full pursuant to the
deliberative process privilege and attorney work product protection under Exemption §, as
further explained below.

PART II
EXEMPTION §

10. Exemption 5 exempts from disclosure “inter-agency or intra-agency memorandums
or letters which would not be available by law to a party other than an agency in litigation with
the agency.” This exemption protects information privileged in the civil discovery context,
including information protected by the deliberative process privilege and the attorney work
product doctrine.

A. Dreliberative Process Privilege

11.  The deliberative process pri?ilege protects the internal deliberations of the
Government by exempting from release, among other things, pre-decisional documents that
reflect advisory opinions, recommendations, analysis, opinions, speculation, non-factual
information prepared to assist policymakers in arriving at decisions, or factual information that is
inextricably connected to the deliberative material that its disclosure would expose or cause harm

to the agency’s deliberations.
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12.  Document 284 should be withheld in full under the deliberative process privilege.
This document reﬂeéts discussions between a Special Agent and an AUSA regarding the
progress of an administrative matter, and reveal the opinions and recommendations of AUSAs
with respect to an inquiry from the Special Agent regarding, inter alia, any pbtential criminal
présecution of the matter. This document is pre-decisional because it records deliberations
between the Special Agent and the AUSA prior to a final decision regarding the issues under
discussion in a prospective criminal matter. This document is therefore protected from
disclosure under the deliberative process privilege.

B. Attorney Work Product Doctrine

13.  Inaddition to the deliberative process privilege, Document 284 should be

withheld in its entirety as protected by the attorney work product doctrine. That doctrine protects
from disclosure, inter alia, documents which reflect impressions, conclusions, opinions, or legal

theories of a government attorney about ongoing or anticipated litigation. Document 284
contains the impressions, conclusions, and opinions of the AUSA with respect to an inquiry from
a law enforcement agent regarding, inter alia, whether a particular administrative matter rose to
the level of criminal violations. Document 284 was drafted because of anticipated criminal
litigation. This document is therefore protected from disclosure under the attorney Work product
doctrine.

PART HI
EXEMPTION 7(A)

14.  Exemption 7(A) exempts from disclosure “records or information compiled for

law enforcement purposes . . . to the extent that the production of such Jaw enforcement records
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or information . . . could reasonably be expected to interfere with enforcement proceedings.”
This exemption protects against the disclosure of law enforcement records, where disclosure
could reasonably be expected to harm a pending or prospective law enforcement investigation.

15.  The two-page letter within Document 18 should be withheld in full pursuant to
Exemption 7(A). The letter was compiled for the law enforcement purpose of discussing
possible violations of federal law by the subject of a criminal investigation. These possible
violations of federal law are being reviewed as part of a process by the Department to determine
whether a criminal prosecution will be commenced.

16.  Any release of information from the letter would be premature due to the harm
which could ensue. The Department official conducting the review of the possible violations of
federal law referenced above has informed me that release of any information within the letter
would likely interfere with further review. If a document, like this letter, were released into the
public domain, the information concerning the review could reach individuals, including the
referenced subject. This would allow the subject to critically analyze the documents pertinent to
the investigation of himself or herself. Such an individual possesses the unique advantage of
knoWing the details surrounding the investigation, the identities of the potential witnesses, direct
and circumstantial evidence, and could use the released information to his or her advantage.

17. For these reasons, the two-page letter within Document 18 is exempt from
disclosure pursuant to Exemption 7(A).

PART IV
EXEMPTIONS 6 AND 7(C)

18.  Exemption 6 exempts from disclosure records or information in “personnel and

Page 7 of 10



medical files and similar files the disclosure of which would constitute a clearly unwarranted
invasion of personal privacy.” The exemption protects individuals from injury that would result
from the unnecessary disclosure of personal information, including individual’s names, addresses,
and other personal identifying information.

19.  Exemption 7(C) exempts from disclosure “records or information compiled for Jaw
enforcement purposes, but only to the extent that the production of such law enforcement records
or information . . . could reasonably be expected to constitute an unwarranted invasion of personal
privacy.” 5 U.8.C. 552 § (b)(7X(C). All of the information at issue in the cases referenced in
Documents 127, 269, and 274 was originally compiled in connection with criminal investigations
and/or prosecutions.

20. EOUSA has applied Exempﬁons 6 and 7(C) to withhold identities of individuals,
such as government employees, who participated in the investigation and prosecution of the cases
relating to Documents 127, 269, and 274. As is required by Exemptions 6 and 7(C), EOUSA
balanced the privacy interests of the federal employees and determined that the federal employees
privacy interests outweigh the miﬁimal FOIA-related public interest in disclosure.

21, EOUSA determined that the release of any identifying information involving these
federal employees could reasonably constitute an unwarranted invasion of their personal privacy,
and would constitute a clearly unwarranted invasion of personal privacy, because it could result in
unwanted and even unlawful efforts to gain further access to such persons or personal information
about them. It could also lead to harassment, harm, or exposure to unwanted and/or derogatory
publicity and lead to inferences arising from their connection to the case. Moreover, an

individual’s association with a criminal investigation could be damaging to his or her reputation
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or have a stigmatizing effect. EOUSA also considered the passage of time énd its effect on the
privacy interests of the federal employees and determined that the privacy interests are at least as
strong now as when the records were initially created. In short, disclosure would be detrimental to
the persons protected and, accordingly, the privacy interests at stake iﬁ these records are
significant.

22.  After identifying the privacy interests at stake, EOUSA then identified any relevant
public interest, namely, whether the requested information would reveal the operation and
activities of United State Attorney Office for the Eastern District of Virginia and/or any federal
law enforcement agencies. Plaintiffs have not asserted, and EOUSA could not discern, any
qualifying public interest. Moreover, any public interest in knowing the names redacted from the
requested records could not be sufficient to outweigh the substantial privacy interests of the
individuals mentioned in the records. For these reasons, the names of the federal employees in
Documents 127, 269 and 274 are exempt from disclosure pursuant to Exemptions 6 and 7(C).

PART IV
SEGREGABILITY

23.  Each document was evaluated to determine if any information could be segregated
and released. Portions of Documents 127, 269 and 274 are only being withheld in part, and all
segregable portions have been released. Document 284 and the two-page letter within Document
18 are being withheld in their entirety, and they contain no meaningful portions that could be
released without destroying the integrity of the ll'ext, identifying a third party individual, or

interfering with an ongoing investigation.
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CONCLUSION

24, EOUSA handled each step in this matter in a manner entirely consistent with
EOUSA procedures and Départmcnt of Justice regulations. These procedures and regulations
were developed to comply with the access and exemption provisions of the Freedom of
Information and Privacy Acts and to ensure an equitable response to all persons seeking access to
records under those statutes. In additioﬁ, EOUSA has reviewed all records for discretioﬁary
release under the terms of the Attorney General’s March 19, 2009 Memorandum on the FOIA.
EQUSA reviewed these records to determine if it is reasénably foreseeable that disclosure would
harm an interest protected by one of the FOIA’s statutory exemptions or the disclosure is
prohibited by law, and has determined that the withheld information is not appropriate for
discretionary disclosure.

Pursuant to 28 U.S.C. § 1746, | declare under penalty of perjury that the foregoing is true
and correct.

Executed this ay of Septemb

Dione J ackso@"seams
Attorney Advisor
EOQUSA FOIA/PA Staff
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€05409415 |
DOC 127 UNCLASSTFTED/ /ATH0 | 0000012

& Beptember 2005

MEMORANDUM FOR THE RECORD

SUBJECT: Conversation With U.S. Attorney

REF: Case
Cage
1. On 6 September 2005, I told | | 2esistant

U. $ Attorney, EBEastern Ristrict. of virginia {(EDVA), that
defense coungel Frank Splnnex is scheduled to vigit the
Washingtoh area thig week in order to review selected
materials, egpecially inkterview reporteg, from the case file
for' case | I told that I was letting him
know bthis bédalise of ‘the overlap or example, manvy
interview rts) between the two cases ( . I
also told[ that if he wanted more information about
which materials CIA's Office of General Counsel (0GC)
intends to show Spinner, he ghould contact OGC attorneis'

l I I let
know, too, that Ft. Carson prosecuter Major Tiernan Dolan
will vigit here this week in order to review the materials
that OGC intends to show to Spinner.

2. | !said that showing case matetrials to defense
counsel lg not uncommon, but he gaid he would prefer that

the defense coungel not he given hardcoplieg of the interview
reporks.,

3. [::tiijls reviewing the contents of the cage
' file and expects to consult with Majox Dolan later this week
about them. I told her about my conversation with
and she said OGC would contact him te discuss his concerns.

. Bpecial Agent

UNCELASSIFIED/ /)a‘é




C0540v409 .

— DOC 269

=i STEAY 5
XTI o
N EREN EE'..‘l“Q g

« b

Ly

FNIRRRER

il

NN

i V]
TR R
. Lo X203
t
v
P . : S . .
il * . —' - . il u |
i " 3 i ' i o ' . - N s
B £ 00 o 4 Co .
R ) Lo L b




COB409409

v GENTRAL INTELLIGENGE AGENGY | NDTtCE o mscwu-:m T COURTER FEC, éca.'. BATE SENT
o 1 DOCUMENT REGEIPT | . sign end Rétuin s $howi 68, Hwarsa 3§ R 12 Jul 05
‘ SENDER OF DOCUMENTIS) - o T ] T BATE oacuMENng) SENT
AN E}Qis‘s_cmpmm OF PORUMENTRVEERT " " o ™ 0
" . GIA ND, bocubntoaTe | COPIES - | DQCUMENT“WH.E im BR;SFE o ATTACHMENTS 1 CLAsS
i : S ,:«“ :.] (») ~
7/12/05 |1 oy ed lf} SITREPS (A:cmy I)o(:s} , TN

Wt
&

R

LA

y e
Assistant United States Attornay
Bastern District of V1rgmxa

o ~=GF REGHPRT
Alexandria, VA 22314 Lo : TR
FORM 6158 6.85 USE PREVIDUS EDIT%GNS Do \ / - - {33




R T Y

DOC 274

T
L s,




rvv’....-*—;u»y-—.u,x.

cgﬁmmu\sﬁme e T NOVICE 0 RECIENE T
GCUMENT R-EC{{#P’!?‘ L g ﬁbwm = Shm SrRevecto Side, |
SENDER OF DUTUMENTISY. ’ TRoom : FBLpG,

T A NO. ] seommtont | COPIES ”nosume&ﬁmﬂm%m@{

"5411;-27:}'_0'5'-_06]';5?{,8?@' Request for copzes i Vil A
C b Intérview Re‘ports "t Sevehteen

Es .ot -7 i . e -
. s NI Loy '
5;‘ . - . - AR RIS BORTE LN TLR R . it

g.- e T T e e

%Anuaassvmsczmm’r ; ™ T

SAINTIER
IAU’SA s
LETUU Janisson Avenue } . s e
;xleﬂan&ria, Vl‘rgmna 22314 : . RECEIPT )

o X

IFORM s15H s

]




